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ERIC WEISS joined the Firm as a
Computer Operator April 29. He
earned his B.S. degree in Business
Administration. In his free time
he enjoys working ocut, bicycling
and movies.

DEPARTMENT OF MOTOR VEHICLES
A Cuty OR LAW ENFORCEMENT USE ONLY _7

DENVER OFFICE WELCOMES

[

1DENTITICATION CARD

C5943904 EXPIRES: 11-27-93
IC EDNIN HEINZ IR
G A Bu

From top: Kevin Mitnick is led into court in
North Carolina following his 1995 arrest. During
his two years on the run, Mitnick stole the iden-
tity of Eric Weiss (chosen because his name
resembles the given name of Mitnick’s idol
Harry Houdini) and found work at a Denver law
firm. A faxed copy of a driver’s license Mitnick
obtained for Eric Heinz, the alias of an FBI
informer who tried to entrap him. Supporters in
1999 protested that Mitnick had been held for
nearly five years without trial. Security special-
ist Tsutomu Shimomura (bottom right) tracked
the fugitive hacker to Raleigh. Today Mitnick
(bottom left) is a highly paid consultant.

BY U.S. MARSHALS

With trepidation, a man hands Mitnick his personal cell phone. In less than a minute,
after pressing some keys on his laptop and the phone, he magically makes the man’s
calls appear to come from the White House.

While Mitnick dials a number on a ballroom phone, he issues a disclaimer: This is
just a demonstration, the ex-convict insists. He has cloned Citibank’s telebanking
system to show how easily a customer could be fooled into handing over enough
information to empty his or her bank account. “Welcome to Citibank automated ser-
vice,” oozes a woman'’s silky voice. “If you have a debit-card number, press one.”

Mitnick jauntily presses one and jokes, “Anybody have a debit-card number they
want to share?” Nervous laughter rocks the room.

For his next trick Mitnick hands a tall blonde a pinkie-size USB storage device to
plug into her laptop. He warns that any unknown storage device—a gift or some-
thing found in a parking lot—could be a hacker’s ploy.

On the giant presentation screen, the woman’s laptop
directory appears. “You don't mind me looking through your
hard drive, do you?” Mitnick chuckles, getting laughs.

She’s nearly shaking. “You can stop now,” she says.

Mitnick wraps it up, and Frank Abagnale, the legendary reformed
master imposter and con artist (played by Leonardo DiCaprio in
Catch Me If You Can), takes the microphone and gives another of

his highly sought-after performances. Mitnick sits with me in the
back, enjoying the show. When Abagnale finishes his performance,
Mitnick stops to say hello—one artist to another—and hands him
a thin metal business card, bearing his name, with pieces that
appear to break away. He asks Abagnale if he recognizes it.
Abagnale grins and says, “Yeah, it's a lock-pick set.”
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On July 4, 1994 The New York Times put Mitnick's story on

the front page and branded him “cyberspace’s most wanted.”
The Justice Department and some of the world’s largest com-
puter and cell phone companies considered Mitnick an electronic terrorist. “Here was
somebody running amok through the Internet, exposing all the vulnerabilities from social
engineering to technical intrusions,” says David Schindler, the former federal prosecutor
who oversaw the effort to catch Mitnick. “When you talk about this veritable tornado of
fraud, the scope of what he was doing, the brazen nature of it, the broader implications,
there was the sense that he was the wake-up call.”

Mark Rasch, another former prosecutor, says Mitnick became a bogeyman. “If we were
going to run nuclear power plants and do our billing and insurance online, we needed to
feel it was safe, and Kevin shattered our illusion,” says Rasch. “Not just Kevin Mitnick
but all the Kevin Mitnicks out there.”

Beyond the prosecutors, it’s difficult to convince people who had intimate dealings with
Mitnick to discuss the damage he inflicted. Motorola, Nokia, Sun and virtually every other
victim refused to comment for this story. An FBI spokeswoman said the lead agent on the
case didn't see “the benefit to the Bureau” of discussing Mitnick. Who can blame them? Mit-
nick cleverly acquired the cell phone numbers of the FBI white-collar crime squad tasked with
capturing him and tracked their movements and their calls to other agencies. That brazenness
is not something the FBI appreciates. Suspects don’t generally investigate the Bureau.

But today the hacker appears to have left his colorful criminal past behind. Having
done his time, Mitnick found his skills and notoriety could fuel a lucrative second act. His
passport bears the stamps of 34 countries, and in the past few months he has lectured
and hacked legally in Moscow, Bogota, Barcelona and Johannesburg. Mitnick makes a nice
living advising U.S. agencies (including the Social Security Administration and NASA) and
corporations around the world on how to shore up their digital defenses.

Mitnick was a popular guy in prison. A Colombian drug kingpin offered him millions
to electronically alter his records for an early release. Ed Bradley visited him in jail for
the first of two 60 Minutes interviews. Once out of prison, Mitnick was invited to testify
before Congress and then in 2004 did the unthinkable for a devout antiauthoritarian: He
helped police identify a student making bomb threats to his high school. Though the FBI
plastered a promotional plug from Mitnick on the cover of its most recent computer-crime
survey, some critics refuse to believe he has gone straight. “He doesn’t acknowledge the
malicious nature of his crimes,” says Ira Winkler, an Internet security expert who formerly
worked for the National Security Agency. “He has a Jekyll-and-Hyde personality.”

The irony of the Mitnick saga may be that his extraordinary skills made him a target. In
pushing back against the FBI and a mysterious Japanese security expert, Mitnick learned
too much about how the government and those who do its bidding track outlaws. The
trouble that led to his two years as a fugitive began in 1991. The 28-year-old Mitnick was
trying to go straight, counting the days until the end of his probation stemming from a
1988 conviction for swiping code from Digital Equipment Corporation.

One day, out of the blue, he received a call from Eric Heinz, (continued on page 133)





